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README

Fer LINUIK & WINDOWS

README FIRST
Welcome to the R1Soft - Linux Bare-Metal Restore Guide

The purpose of this manual is to provide you with complete instructions on
how to perform a Bare-Metal Restore of your Linux Server from the Backup
made by CDP Server Stand Alone or CDP Server For Data Centers. To find
a specific topic on a particular section, click on one of the books and a list of
topics will appear. Or you can use the index and search features to target
your specific interests.

Common Questions

You might want to view our list of common questions located in the following
document:

Common Questions
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Common Questions

Common Questions
Below is a list of common questions specific to performing a Linux Bare-
Metal Restore. Each set of questions is categorized for you to find what you
need quickly. Each question is linked to a document for further information.

Methods For Performing A Bare-Metal Restore

¢ What are my options for performing a Bare-Metal Restore?

Bare-Metal Restore Using Live Boot CD-ROM

e How do | obtain Live Boot CD software?
e How do | boot from Live CD?
e How do | perform Bare-Metal Restore in CDP Server?

Bare-Metal Restore Using Live Boot™ Remote Restore

e How do | obtain Live Boot™ Remote Restore Software?
e How do | intall Live Boot™ Remote Restore Software?
e How do | perform Bare-Metal Restore in CDP Server?

Bare-Metal Restore Using PXE Network Boot

« What are prerequisites for using PXE Network Boot?
e« How do | obtain PXE Network Boot software?

e How do | install PXE Network Boot?

e How do | perform Bare-Metal Restore in CDP Server?
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Bare-Metal Restore

What is Bare-Metal Restore

A Bare Metal Restore is the process of reformatting a computer/server from
scratch after a catastrophic failure.

In conventional methods, typically the process involves reinstalling the
operating system and software applications and then, if possible, restoring
data and settings.

With the Righteous Software Backup technology, you will be able to Restore
servers directly from Disk-based Backup. There is no need to first partition
your drive and install the operating system.

Read more in:

e Testing Bare-Metal Restore Before Emergency
o« Options For Performing A Bare-Metal Restore
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Options For Performing Linux Bare-Metal Restore

There are different kinds of disasters you may need to recover from. At
R1Soft we consider any situation requiring you to take your server off-line to
Restore to be considered disaster recovery and we call this Bare-Metal
Restore. You typically want to perform a Bare-Metal Restore any time you
need to Restore more than just a handful of files.

There are three (3) options for performing a Bare-Metal Restore for Linux
platform.

Note: Disaster Recovery Boot Media (Versions 2.2.1, 2.0.3975, 2.2.1)
supports the following three (3) Recovery Methods for both Windows and
Linux Bare-Metal Restores.

Choose the option that fits your specific needs.

e Live CD (Disaster Recovery Boot Media Version 2.2.1) - Download
the CD-ROM ISO image, also referred to as Live CDs. This ISO image
should be burned to a CD-ROM using a CD-writer drive and any
common CD burning software like Nero Burning ROM or Deep Burner.
This method requires physical access to the computer to insert the
CD-ROM. It can not be easily automated or initiated remotely. Start
from Obtaining Live CD Software.

e« Live Boot™ Remote Restore (Disaster Recovery Boot Media Version
2.0.3975) - This method can be used for systems which are accessible
over the network and have a working Linux install. It is suitable for
Restoring the leased dedicated servers. Neither physical access to the
server nor PXE Boot are required. In most cases, Linux OS must be
(re-)installed on the server before starting Bare-Metal Restore using
Live Boot™ Remote Restore. You can ask your hosting provider to
install a basic Linux distribution on your dedicated server. Note that
Live Boot is installed on Linux, but can be used for Restoring Backups
of both Linux and Windows servers. Start from Obtaining Live Boot™
Remote Restore Software.

« PXE Network Boot (Disaster Recovery Boot Media Version 2.2.1) -
PXE Boot is a suitable option for data center automation. With PXE
Boot and Righteous CDP Server it is possible to provide a hands-free,
fully automated Disaster Recovery and re-deployment system for the
entire data center. Start from familiarization with Prerequisites For
Using PXE Network Boot.
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Note: PXE Network Boot is intended for the Data Center environment. To
use this method, you need a special “boot” server - running DHCP and
TFTP Servers with PXE Boot environment. Having this “boot” server and
Righteous CDP Server, you will be able to fulfill a hands-free, fully
automated Disaster Recovery and re-deployment system for the entire
Data Center. For Data Centers which provide remote access to the server
console via |P-K\VM solutions. This method requires no physical access
to the server.

e Custom Boot Media
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Testing Bare-Metal Restore Before Emergency

It is highly recommended to test a Bare-Metal Restore for each hardware
platform before you need it. For example, most Data Centers have many
different server platforms they use. Try the Bare-Metal Restore on each of
the platforms.

Make Sure You Understand How Bare-Metal Restore Works

Make sure you understand how the Bare-Metal Restore works and how to
initiate it. If you have an emergency, you will not want to utilize the User
Guide or be waiting for technical support to reply.

Make Sure You Test Bare-Metal Restore on Each Configuration

Try the Disaster Recovery Boot on the different hardware flavors you use
and make sure you have worked out any unexpected problems.

All three (3) Boot Methods depend on booting a silver bullet Linux Kernel.
The Linux Kernel works on 95% of hardware without any additional
settings. Sometimes, as it is common for any Linux Kernel, certain
hardware requires you to disable APIC (noapic) and boot with special PCI
Bus options for broken hardware adapters. For example, there is a Legacy
hardware support boot option on the boot CD. This boot option is for
broken storage adapters that need special PCI Bus settings. This option
can be useful if your hard Disk is not detected by Linux on the Boot CD.

If you rent a server at a remote Data Center, they may have already
worked through problems with broken hardware or Linux Device Drivers
before you get your server. Do not assume that because you rent a Centos
dedicated server that it is "vanilla" Centos. It may likely have some special
boot options to get it to run on some problematic hardware or a tweak to
some init scripts to load a Device Driver that would not play nice. The Boot
CD does not know about all of these tweaks and may need additional
settings.

If our Boot CD does not support your hardware, you may need to install
our Agent on the Boot CD supplied by your Linux hardware or software
vendor.

Make sure you know how to connect to your network. Also, note special
accommodations used for a particular NIC adapter such as forcing a
switch port to full duplex so you do not get SLOW transfers.
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If you test each detail before its time for Disaster Recovery, the process
will be much smoother.

Read more in:

e Options For Performing Linux Bare-Metal Restore

© Righteous Software, Inc
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Bare-Metal Restore Using Boot CD-ROM

Obtaining Live CD Software

Follow the instructions below to download the appropriate software to
perform a Bare-Metal Restore for your Linux Host using the Live CD method.

If you are going to use the Boot CD-ROM, you need to download the
appropriate software (CD-ROM ISO image) and burn it to CD.

Note: You can request CD’s from Righteous Software by asking your sales
representative.

Follow the instructions below to obtain the Live CD software and write it to
CD.

Note: If you use a terminal without X-Windows support, you can use the
command line tool wget to download the necessary file.

1. Go to http://download.rlsoft.com/.

2. Click on the "Stable" link corresponding to "Live CD" under the "Disaster
Recovery Boot Media" section.

_ Disaster Recovery Boot Media
o Live CD
Live Boot™ Remote Restore  Stakle

FPXE Metwork Boot Stable

3. When the page loads, you will see a three-column "Live CD Downloads"
table containing the following information:

e Version - The version of the latest Live CD Downloads. You can click
on the "View Change Log" icon [ ] to access release notes.

« Date - Release date.

« Download - The link for downloading the Image you want to use to
perform a Bare-Metal Restore.
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Stable Release Downloads

Live CD Downloads

“ersion: Date: Dosenload:
221 E| Mar 15, 2005 recovery-2.2.1-nox.izo (62,73 MB)
220 Fek 20, 2002 recovery-2.2 0-no izo (86.01 MB)

4. Since you are performing a Linux Bare-Metal Restore using the Boot CD-
ROM Image, you will need to download:

e Live CD - The file name looks like this: recovery-2.2.1-nox.iso

Choose the software corresponding to the version you want to use for your
Bare-Metal Restore.

Stable Release Downloads

Live CD Downloads

“ersion: Drate: Doseenload:
221 [] Mar 18, 2003 @cwew-zzj -n-:.x.is':.:l:z_az.?g ME)
220 Fekb 29, 2005 recovery-2.2 0-nox.izo (66.01 MB)

5. The downloaded .iso file must be burned to a CD-ROM using a CD burner
and any common CD burning software.

Note: For example, you can use Nero Burning ROM and its special function
for writing boot CDs. On the main screen of the program, press Ctrl+N. When
the screen loads, click on the "CD-ROM (UDF/ISO)" button in the left pane.

6. Proceed to the next step: Booting Host From CD.
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Booting Host From CD

After you have the Live CD software written to CD (Obtaining Live CD
Software), you can boot the server you want to Restore from this CD. Follow
the instructions below.

New in Version 2: The Disaster Recovery Boot Media 2x CD is based on the
Knopppix Linux distribution. A number of modifications have been made to
Knoppix including removing unnecessary packages to make the ISO size
smaller, configuring the buagent to start in Disaster Recovery Mode, and
adding the option to start SSH after configuring network settings.

1. Boot your server. During the first seconds of boot, click the required key
combination to enter to BIOS setup.

starting |

Fz to enter S3ETUR, Fl: for MNetwork Boot, E3C for Boot Menu

2. Select CD-ROM to boot from in the BIOS setup.

Follow the instructions on your screen to display the Boot Menu. On the
server displayed on the screen shot above, Boot Menu appears after
pressing ESC. Alternatively, on most modern servers you can display the
"Boot Menu" and select "CD-ROM Drive" from the menu. The example of the
Boot Menu is shown below.

+Removable Devices
+Hard Drive

Metwork boot from AMD AmTICIT0A

<{Enter Setup>
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3. Put the CD into the CD drive and boot the server from the CD.
4. Just after loading, the R1Soft logo will be displayed on the screen.
There are three (3) options:

e Press F2 to display Knoppix help and boot options.

e Press F3 to display Knoppix cheatcodes.
e Press Enter or wait several minutes to boot the Disaster Recovery.

Continuous Data Protection
For LINUX & WINDOWS

@ Righteous Software, Inc

5. If you press F2, the screen will display the help and boot options.

Note: You can return to the previous screen by pressing F1.



ENOPPIX US.1 BOOT OPTIONS (Back to main with F1)

This Edition of Enoppix boots with standard Kernel 2.6.
The following options can be used at the boot:-prompt.

rlzoft [Options, see F31 Knoppix standard Rernel 2.6
debugy [Options, see F31 Enoppix wWith verbose kernel messages

expert Interactive setup (expert mode)
risoft testcd Check CD for burmning errors
MeMtest MertestB86, Memory checking program
dos Freellos 1.2 + Utilities (BALDER)

fh1288x1824, fhl1BA24x768 od. fbhBHHAx6HH Framebuffer-Mode (for Hotebooks)

rlsoft acpi=off noapic pci=bios Horkarounds for broken BIDS

Hit F3 for rmore options. A complete list of bootoptions can be found in the
file knoppix-cheatcodes.txt on your CD, inside the "KNOPPIX" directory.

boot:

6. If you press F3, you will access the "CHEATCODES" screen.

Note: You can return to the previous screen by pressing F1.

KENOPPIX U5.1 CHEATCODES (F1 for Main Page)

The ENOPPIX autoconfiguration scripts accept the following

boot options (see knoppix-cheatcodes.txt for the full list):

rlsoft lang=usicsidaideiesifriitinlipliruisk:... Set keyboardslanguage
rlzsoft desktop=iceuwmikde!fluxboxitumi... Use a different Desktop
risoft screen=1288x1824 depth=24 Set XFree resolution and color depth
rizoft toram Load entire CD to ramdisk (1GB)
fb1288x1824 | fbl1AZ24x768 | fb8HHExEHAH Use framebuffer mode (for notebooks)
rizsoft dma Turn on dma accelleratiom

risoft wsync=85 hsync=78 85Hz vert. ~ 78kHz horiz. mon. fregq.
risoft 2 Runlevel 2, textmode only

rlsoft myconfig=scan home=/dev/sdal load/mount configuration and homedir
rilsoft noiscsiipcmciaiusbiagpiswapiapMmiapicimceiddc’ turn off huw-detection
rlsoft blind brltty=typ,port,thl braille terminal(type), blind mode
failsafe turn off (almost) ALL hu-detection
expert interactive configuration

More options can be found inside the "KNOPPIX" directory on CD.

boot:

7. If you press Enter on the first screen or wait for several minutes, the
KNOPPIX will boot.
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